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Abstract

In current days cloud domain gained a tremendous increase of user’s attention by several
small and large scale companies including Software, BPO, Medical, Schools and a lot more. Since
there was very less security in the primitive clouds for storing and accessing the information from
the remote locations, still there was a lot of demand for the data which is to be stored in the cloud.
As we know that in primitive clouds, there are no concepts like privacy for the data in terms of
encryption and message digest in order to provide data authorization. In current days cloud servers
are almost dishonest in nature by omitting intentionally some qualified results to save
computational resources and communication overhead. In this paper, we try to design a new
protocol and analyze the importance of Cuckoo filter over encrypted cloud data to provide data
search accurately by the cloud users. Here we try to encrypt the data using AES algorithm and try
to generate MAC key for the data which is uploaded and downloaded by the cloud users. For data
authorization we use MDS5 algorithm and with the help of MD5 algorithm, we can generate a short
signature to find out the data verification and finally we try to apply Cuckoo filter for data
integrity. This cuckoo filter will try to store the data in duplicated manner and try to provide end
user with original data.

Keywords:
Cloud Computing, Computational Resources, Communication Overhead, Data Owner,
Data User, Message Authentication Code, Data Integrity, Cuckoo Filter.
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1. Introduction

Cloud Computing is one of the fascinating technology which will help in reducing
maintenance and development cost, in contrast to produce a very high performance services. This
has become an emerging trend and is also becoming popular in very less time due to its different
services which are deployed inside. All the information or applications are stored into the
centralized storage place within the boundaries and can be accessed at any time is known as Data
Centers[1]. The cloud data centers are mainly having a facility to execute the tasks in very fast
manner with very low overhead and less time complexity. The clients data will be received and
stored in separate locations rather than on the client machines and can be accessed from
anywhere by using fast internet. The data which is outsourced to centralized cloud servers may
be influenced by various security and privacy issues by the un-authorized users who try to gain
illegal access. Hence the data privacy plays a main role for designing the protocol to store and
access the information in a secure manner.

Security Issues
in Cloud

Data
Integrity

Availability

Figure. 1. Represents the Security Issues Influenced in Cloud Computing

From the above figure 1, we can clearly see there are several security issues which are
influencing the cloud server. One among the several issues is data integrity, as the data which is
stored inside the cloud server is not stored in the encrypted manner the data integrity is not
achieved by the cloud server[2]. The clients try to outsource the valuable information directly
into the centralized server and there are no facilities like encryption or MAC, hence the data can
be clearly viewed or modified by the end users who try to gain illegal access on the sensitive
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data. In general there are various cloud service providers present in the real world to store and
access the data from remote locations and to reduce the maintenance overhead of physical server.

)

Adobe
Creative Cloud™

A Microsoft Azure

§ KAMATERA

BF webservices

Q IBM Cloud Google Cloud Platform

Figure. 2. Represents the Best Cloud Service Providers in the Real World
Environment

There are several types of cloud service providers for striking business and storing the
sensitive information from remote locations and try to share the centralized data to remote users.
Some of the CSPs are Amazon, Google, Microsoft, IBM, Kamatera and Adobe Creative Cloud
which is clearly shown in figure 2. In general the cloud data users might not be able to identify
the true machines which are best to host the information in remote location, while they are
enjoying the advantages which are brought by this novel cloud technology by ignoring the
importance of data loss which is occurred in the cloud server [3]. Almost each and every cloud
organizations try to concentrate more on the storage space to store the useful information on their
individual memory locations [4] rather than concentrating on the data integrity factors. Hence
this motivated me to design the current application in which we mainly concentrate on both
storage as well as on data integrity.

2. LITERATURE SURVEY

Literature survey is that the most vital step in software development process. Before
developing the new application or model, it's necessary to work out the time factor, economy and
company strength. Once all these factors are confirmed and got an approval then we can start
building the application. The literature survey is one which is mainly deal with all the previous
work which is done by several users and what are the advantages and limitations in those
previous models. This literature survey is mainly used for identifying the list of resources to
construct this proposed application.
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MOTIVATION

A Well-known authors. Ren, C. Wang [6] has discussed a paper on” Security challenges
of public cloud”. In this proposal paper the authors first discussed on the cloud computing and its
features. They discussed about the privacy issues which arise whole using public cloud server.
They investigated more on public cloud servers and gave an outline about several critical
securities challenges and try to motivate further investigation of security solutions for a
trustworthy public cloud environment.

S. Kamara and K. Lauter [5], has written a paper on” Cryptographic cloud storage”. In
this paper the authors initially discussed about the factors which effect on the problem of
building and establishing a secure cloud server among the several cloud service infrastructures.
First they try to identify the security preferences which are more pertained by the cloud users and
also they discussed about the recent cryptographic primitives. These two authors survey a lot
about all the cryptography techniques which were used for providing security for the data
encryption and decryption and then came to a conclusion about accuracy and performance of
each and every individual cryptography algorithm. From this proposed application we try to gain
more knowledge about the working of cryptography algorithms and which algorithm gives best
accuracy and efficiency compared with other algorithms.

A well-known author D. Wagner [7] has written a paper on “Practical techniques for
searches on encrypted data”. In this proposed article the author discussed mainly on the security
and privacy risks present on the cloud server. They concentrated more on the cloud server
efficiency for storing and accessing the information. They concluded that one need to sacrifice
functionality of their server usage for cloud security. For instance, a user who wishes to retrieve
the documents from cloud server needs to remember the search keyword, and also the
circumstances about that file. Here we try to define the cryptography function for enabling the
cloud data security and also we try to provide a proof of security to achieve the challenges faced
by the cloud computing.

3. EXISTING SYSTEM AND ITS LIMITATIONS

In the existing cloud servers, there is no concept of multi keyword search for
extracting the data from the cloud server. Almost all existing clouds used to store and acces s the
data in plain text manner, hence privacy of the data is not completely preserved in the primitive
clouds. Also there was no facility like message digest function to identify the integrity of data.
The current cloud storage is almost centralized and all the data which is stored along with details
of data owners and data users is clearly visible by the cloud server department, which is almost a
big problem in the current cloud service. In the current cloud, if any data is modified by the
hacker or intruder inside the cloud storage area, the integrity of data is not recovered by the end
users, hence this plays a main contribution to design the proposed system in which the integrity
of data plays a main role.
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LIMITATIONS OF THE EXISTING SYSTEM

1. All the existing cloud servers are limited up to single keyword search.

2. All the data is stored and accessed in plain text manner, rather than in a encrypted
manner.

3. The existing cloud servers are almost operated in a centralized manner, where all the
access can be viewed and monitored by the cloud service providers.

4. There is no facility to achieve the data integrity for the sensitive data.

5. There is no proper verification mechanism to achieve the data accuracy and to retrieve
the data in efficient manner.

EXISTING CLOUD ARCHITECTURE

Un-Trusted
Cloud Server

Access/Download tRe
Upload Data, Files

Data Owner Data User

4. PROPOSED SYSTEM AND ITS ADVANTAGES

In this proposed work, we extend our work to make it more applicable in the cloud
environment and more secure to against dishonest cloud server. The main contributions of this
paper are

1. We designed a new filter like cuckoo filter for downloading the data in a secure manner
from the untrusted cloud server.

2. We propose a short signature technique based on certificate less public-key cryptography
to guarantee the authenticity of the verification objects themselves.

3. Here we used message digest algorithm MDS5 in order to maintain data integrity for the
uploaded cloud data.

4. Here the data integrity plays a main role and all the sensitive data achieved this principle.

5. Also we try to store sensitive data in encrypted manner so that un-authorized users
cannot able to access the file in plain text manner.

5. PROPOSED ARCHITECTURE DIAGRAM

0
Search for Files from
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In this proposed application we try to construct a network with a set of multiple data
owners, multiple data users with dishonest cloud server. The data owners and data users are
connected to the centralized dishonest cloud server for storing and accessing their valuable
information. Here the term dishonest means even though the data is stored in form of encrypted
manner, still the CSP try to view and edit the sensitive information illegally by omitting the
useful content which is present in the cloud servers. Here the cuckoo filter is applied to the cloud
sever in which the data which is uploaded by the data owner will be initially encrypted [8] and
that will be uploaded to the cloud server. Now the conformation of uploaded documents will be
send to the sender and if any data user who wishes to access any file from the cloud server, the
data user need to request the cloud server with its filename[9]. If the file is found with that
corresponding filename, the data user needs to request the owner for getting the decryption key.
If the data owner approves the key request then only user can open the file in plain text manner
or else the file cannot be opened in plain text manner. During the process of file upload, the
owner need to encrypt the file by using AES cryptography encryption algorithm and then he need
to generate a message authentication code (MAC) on that encrypted data[10]. This MAC key is
used for verification purpose in order to check whether the data is maintaining its integrity or not.

Notations of Proposed Model

Let D=(D1, D2, .. ., Dn) be a set of documents which are in plain text manner.

Assume K = (kl, kIZ ..., km) be the set of keywords which are collected from the

documents for searching the documents in D,
Where vi€e [Im] ki€ {0, 1} *.

Let us assume that C = {C1, C2, . . ., Cn} be the encrypted documents which are encrypted
using AES algorithm for storing and accessing the file in an encrypted document [9].

Ii is a searchable index associated with the corresponding encrypted document Ci.

If A is an algorithm then a < A (. . .) represents the result of applying the algorithm A to
given arguments.

Let R be an operational ring, we write vectors in bold, e.g. vER
The notation v{i] refers to the i-th coefficient of v.
We denote the dot product of u, v € Rasu @ v=Pi=1 ufi] - v[i] R

We use [x| to indicate rounding x to the nearest integer, and [x|, [x| (for x > 0) to indicate

rounding down or yp[10].
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6. CUCKOO FILTER FUNCTIONALITY

In this section we try to discuss about the cuckoo filter when compared with other several
other filters in real world cloud. We compare the general bloom filters with some advanced filter
such as cuckoo and then find out the performance of each and every filter while storing the data
inside the table.

CUCKOO HASHING BASICS

A basic cuckoo hash table mainly contains set of buckets where each and every bucket
contains two keys generated by hash functions h1(x) and h2(x). In the lookup procedure we try
to check if the data is contained in any of these buckets. For example if we try to insert a new
item x in to a hash table of 8 buckets, this x value can be placed where x can be placed in either
buckets 2 or 6. In one case it will see if either of two buckets are empty, then the algorithm try to
insert X value to the available free bucket and then insertion procedure will be completed. If there
is no space in the list, then the list will chose randomly one of the candidate buckets and re-
inserts the victim item to the location, which is clearly shown in figure 3.

] ] 0
1 1]ec 1
L1y -
2lb | ™ 2|b 2
hy(x) /" 3 /| Teiocals 3 hy(x) /" 3
—— 7 —
41e | 4la 4
item x | *\ BN item x
\ 3 || v relocate 5 - \k 5
6al” 6| x 6
hyx) % 1a | il halx)
7 7 7 oo
F— L e
{a} before inserting item x (b) after item x inserted (c) A cuckoo filter, two hash per item and
functions and four entries per bucket

Figure. 3. Represents the Functionality of Cuckoo Filter
In general the cuckoo hashing technique has high space occupancy compared with all
primitive filters because this is mainly used to refine the items which are placed in the process of
insertion. The cuckoo filter is one kind of hash technique which improved earlier item-placement
decisions when inserting new items. By conducting several experiments on all the primitive
filters along with cuckoo filter, we finally got a conclusion that cuckoo gives filling of 95 % data
with high accuracy and probability compared with all other primitive filters.
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TABLE : Represent the Comparison of Cuckoo Filter with Several Other Filters

space cache misses deletion
filter type cost per lookup support
Bloom 1 k no
blocked Bloom 1x 1 no
counting Bloom 3x ~ 4x k yes
d-left counting Bloom  1.5x ~ 2x d yves
quotient Ix ~ 1.2x =1 yes
cuckoo =1lx 2 yes

7. EXPERIMENTAL RESULTS
Implementation is a stage where the theoretical design is converted into
programmatically manner. In this proposed application we try to use JAVA as programming

language in which HTML, JSP is used as front end technologies and as a back end we try to use
MY-SQL.

1) HOME PAGE

Hg,\m,\,m_“,“ o o

£ MmO =

Submit

Figure . Represents the Home Page with Cloud, Data Owner & Data User

2) DATA OWNER UPLOAD A FILE

“ Ej .......................... L | L "
. m =
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Figure . Represents the Data Owner try to upload sensitive document

From the above figure we can clearly see that data owner try to upload a valid file as
input and try to enter filename, browse the file and enter the search keywords. Here the file will
be encrypted and then upload into the cloud server.

3) DATA USER SEARCH FOR FILE

e B

Linux. txt Santhanam 2018/02/09 11:18:04 wiaiting File Access Granted

From the above figure ,we can clearly see that data user try to search for that sensitive
document by substituting the filename or search keywords.Once if the file is found he can see the
file displayed in encrypted manner with owner request.Once if the data owner wish to give
decryption key for the end user he will grant the key permission.

4) DATA USER RECEIVES DECRYPTION KEYS TO HIS REGISTERED MAIL ID

cloudsecretmail@gmail.com 11:21 AM (0 minutes ago)
to me [«

Trapdoor key: aRs7diLaimy=
Verification Object - 49845312
File Decryption Key: g5DBtnQXqfkZgbB6BODITw==

& Click here to Reply or Forward

0.67 GB (4%) of 15 GB used Terms - Privacy

Manage Last account acti

Figure. Represents the Data User received the Decryption Keys

From the above figure ,we can clearly see that data user received the downloading keys
from the owner and now he need to substitute these keys while downloading the data from the
cloud server.
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5) DATA USER TRY TO SUBSTITUTE THE KEYS AND VERIFY

Uploaded Flle Verltication Object(llash Value): -49845312

Rewieved I ile Verilicalion Objed(Hash_Value): -19815312
Ow]gRA?BNQNER7Qq Yy 3P 3KN]yloyBrASWno CTW  7QUPHAJimPpwiwbwpVq rFeWvIXDzUndving B
D856¢]120/19zBH 1nKmDkr4LlyXnyajDIK3uLOhFMOouSs/80FWIFAANLEXQ 1 DodSRTWVRU2ZO5B3
55p523plBYLUFURdaWYmCw ! weRsGQUI dblsgBd/2/ 1xyAM5D 2/ Pk gHxikI G/ BRWe /v AvK+1 SR
TEWMPpPSmMLNS8ko0ethNIBKNQ/Sn1USIZexaT]S 1 EFs|KWYEL/S8]n3YxPLPWNSRDr-GKWFePKIX
MeO2cCRIY4EYHEVL2PWQbDZBIYVG 9 ckx0a0ZKWEBGLONTMbMBGO NG 1 fUKIZ/dYbPGTSLIULIXqPT
AUHAPOURRIAXANKedWD0VEmE T mxNE91cQxox/01VSp VWL OGS DIFBD R 025K /09
Hvr U21IPWEVe 206711 IIWFNvMimjMe 1 y36/dyl 1 INSTIKBosu45aTedDpxl ICQIursTeDaPNJIp
R2BOMWCINSSX7/hiojRAYZ+VHY044Vip1hOzL+JU)c48FThAURSYN bZb10mecuVu[5/0GAOWDE
AmuwNjiZIhgBFT nnushw? kh7DuSAIVKQuOWY xsAn Cpi¥/wwTRuAuF2/mpMAIXBm@ 2031 1v
6NMIIKGR/GFAKNNRRNSAINFGTCmYwI GXPa2rmwnSIakaI) 1 3g6RVSINAASAWeITEINKeGWRIe
KACPSZD QTUNZUFOEZLADeXBFKQZC|UAr/rZ5A+SItR6/2pM3CDT RIWTMVY prRVYES 7XDXSVAEZ
ydmKkwglookrajBUtURISnwk2ZKKM£m /6avivinlsqgs/jEMSBEDHgjwHXIhmakjiPnHHI 3ubXYhup 3
dQPSsGYI7pSeHIMbK0OQcCajoLaIsaFv7glklylk3oRPqbayLt+dH/ g6 KHVDSQHXAKrHtv+d 0yZ
EhxOKw+WEXV+BEWNWDZ4qYtvAU BMbiwSwm)g1 MO7fDneGhi1EXfgxequgth

Decryplion Key

Elgure. Represents the Data User Substituted the Keys

From the above figure, we can clearly see that data user substituted the keys and he can
see the two verification objects are same which means the data is not edited or altered by the
cloud server. Hence the cuckoo filter will try to generate original information by decrypting the
data .

o far 3 Icca hostB0B4/Achieving secure q.en results verification/fi ecownloadispidecrpt <oy =a5 DBt OXc B - s or + o =

ccmmand process that allows you te conirel the computer via commands typed Into a text Interface. This =
Is what. at cne time, scared peeple away from Linux the most (assuming they had fo lecrn a seemingly
archaic command line structure to make Linux work). This Is no longer the case. With madern desktop
Linux, there is no need lo ever touck the command line.  Graphizal Server: This is the sub-system tha

5 the graphizs on your monltor, It 15 commonly referred 1o a3 the X server or just € X8

Desktop Environment: This Is the plece of the nuzzle that the users actually Interzct with. There are many
desktop environment includes built-in applications (such as tile ranagers, contiguration too's, web
browsers, games, etc).  Aoplicatisns: Desklop environments da not offer the full array of apps. Just like
Windows and Mac, Linux offars thousands upon thousands of high-quality software titles that car, be
easily founc and installed. Most modern Linux distributions {(mor2 on this in a moment) include App
store-like tools that ceniralize and simplify application Instaliation. For examp e: Ubuntu Linux 1as the
Ubuntu Software Canter (Figure 1) which allows you to quickly search among the thousands of apps and
instzll them from one centralized location

Figure . Represents the File in Plain Text Manner
From the above figure we can see the file is retrieved in plain text manner and can able to
download the file.

6) DATA USER CAN VIEW THE DIFFERENCE IN KEYS IF THE CONTENT IS MODIFIED

s < @ @7 1ecalhogt B0 At

VR0 T O L0 LY G - @ O  In @ =

Uploaded File Verificition Dbjed(Hash_Value): 49845312
Retrieved File Verification Object(ilash Value): EZT0aL0a2

ThN | 3tHsSRB=C5WYR7BJ0heW7HaastkIFADRIZRHNS BEM/nR Vi 50yg) 05dqqemiShsTWGIDKF?
1AKOXYKL 61 g TRMIVES OVDZP R IEI0P 23] 1 CNYZIUZZ-KxKvOLOYREVGCH I RMMUJRI 15vC)
85IDHYrU" 1HAQVQoK1 L/ Urhe]jSKXBag2 7] 2MKEXSL/2hs8C5 0+ yaSaNIHONVZZ eaxdWesu
Ogew|bwZouVUReY Dz xmsBabyefl hewmeLtx|hswzl 2 CKILpBW) 1/|{ 23ebbs|q Rz /IUVUY
BV CKIVHVIWMEOTIPaw Q<Y1 SKIRUI+ BTEWTPIVORTRYEIASTCC qw ImEND/ QRKIAAGZ BB ||
[BESIMKaYKeNDx# vho Y5 kd Mg 3R/ HUwFAq gHOUTDSON 2 UNYIdtsI DRWIBL1 - 7PawGeY
SKIRUL CACEWT DY/ ¥35H QY|32P2lE 0L OPTMENN+HQSOHENDC UBEZKEAI» SMOLIm LXEQOLSsIt
HoFaXD27RE0UJOI3ZNKQ// SCADWIENIDF C6l rvaWick/ PRG <R MKOp6YOL2Ym 21spAEdhrabLIK
wrO3Nce¥wiv/ eulSVWv U 3JP e Qkymuwox9KHpBol wmKEK]3DasyKwEkLhhiVBsuLd9is3Tu !
TICSRNFHYKADCVILWAV? DG 717K S RADVAPIRTUMX IR M 78 Tiy15RE7{UACLPUIL
EdssnRw70weKLFphaD1281i10D06ISBZIRB/ pN 8N FWT wLBIMZICQuMWBck 2ehvoYaivwigclyB
Ry_1POChbafnIMNVABCAISINTT AT asYyd 1 sPhSax QX1 m3T/ESPq5 38/ 3I70XLHpavED
HALKI8XLIKly 27] GIFWNDABAAHUCLZGZESSWYI 0 3N ZOVYRpKUeTwhU=SDwl+ITeo+KTZg
L3 2IsDGIB35MzxaGhyxloZng ML Pd 56¢9/DORVDZIg

Fig

From the above figure we can see the file is retrieved with two distinct key objects.This
clearly represent the data is modified by the cloud server department and hence the MAC keys
are altered, the cuckoo filter will be invoked and retrieve the original information without
disturbing the original content.
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cemmand process that allows you tc control the computer via commands typed Into a text interface. This =
is whal, al Gnie Lime, scared people away frum Linux e most Cassuming tiey had 0 e a seemingly
archaic command line SIrUCTUre te make LInux Work). 1his IS no longer the case. With modern desktop
Linuy, there iz no naad to ever touck the command line.  Graphizal Server: This is the sub-systam that
displays the graghics on your monitor. It 5 commonly referred 1o as the X server or just €©-X-€-

5 the piece of the purzle that the users actually ints t with. There are many

P environments 1o choose from (Unity, GNOME, Cinnamaon. Enlightenment, KDE. XFCE. etc). Each
environment includes bulltdn applications (such as file managers, contiguration too's, web | ‘

ames, etc).  Aoplications: Desklop envirenments do not offer the full array of apps. Just like
Windows and Mac, Linux offzrs thousands upon thousands of high-quality software titles that car be
easlly founc and Installed. Most modern Linux districutions {morz on this In @ moment) Include App |
Store-like tonls that centralize and simplify application installation kar examp e Lihuate [inox 1as fne |
Ubuntu Software Canter (Figure 1) which allows you 1o quickly search among the thousands of apps and
instzll them from one centralized location. o

Figure . Represents the File in Plain Text Manner
From the above figure we can see the file is retrieved in plain text manner and can able to
download the file.

8. CONCLUSION

In this current work we for the first time designed and implemented a secure protocol for
storing and retrieving the data in an efficient manner by maintaining data integrity using cuckoo
filter.Here we attempt to use MDS5 algorithm for generating MAC keys for that sensitive
documents then attempt to store them inside the dishonest cloud server. In this proposed
application we launched a new filter like Cuckoo filter in which the filter will give data integrity
for the data users who attempt to download the sensitive data from the cloud server. By
conducting various experiments on our proposed model, we finally came to a conclusion that our
proposed approach is best in providing data integrity and security over sensitive data under the
encrypted cloud data.
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